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To: Cynthia F. O’Connell, Secretary
From: Andy Mompeller, Inspector General

i 1
Date: May 26, 2011
Subject: Audit of Organizational Ethics 10/11-73-A

Attached is the final report for the Office of Inspector General’s Audit of Organizational
Ethics. The objectives were to evaluate the implementation of the Office of the

Govemnor's Executive Order Number 11-03, Ethics and Open Government, and assess the
effectiveness of the Lottery’s ethics program and promotion of an ethical environment,

This audit was performed in cooperation with the Chief Inspector General’s initiative,
Enterprise Wide Audit of Organizational Ethics. Over 20 state agencies cooperated on this
assignment. Each participating agency’s Office of Inspector General issued a separate
report. Based on findings and recommendation in agency reports, the Chief Inspector
General will provide a roll-up report to the Governor.

»

cc: Glenda Thomton, General Counsel
Louisa Warren, Deputy General Counsel
Marcy Jackson, Chief Financial Officer
Karen Boulding, Director, Fluman Resources
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STATEMENT OF
INDEPENDENCE:

In all matters related to the work performed on this audit, the
audit staff were free from personal, external and organizational
impairments to independence.

PROFESSIONAL
AUDITING
STANDARDS:

This audit was conducted to assist Lottery management in their
oversight of the Florida Lottery and was conducted in
accordance with the Interngtional Standards for the Professional
Practice of Internal Auditing published by the Institute of Internal
Auditors, and The Principles and Standards for Offices of Inspector
General developed by the Association of Inspectors General.

INTRODUCTION

Pursuant to Section 14.32, Florida Statutes, the Executive Office
of the Governor, Office of the Chief Inspector General initiated
an enterprise wide audit of orgamzatlonal ethics. The Florida

i

Lottery Inspector General’s Office is cooperating with the Chief | .

Inspector General on this project. Over 20 state agencies |

undertook this assignment, RBach participating Agency’s
Inspector General Office will issue a separate report to their
Agency Head. Based on findings and recommendation in agency
‘reports, the Chief Inspector General will provide a roll-up report
to the Governor..

AUDIT OBJECTIVES:

The Office of Inspector General (OIG) is charged with prowdmg

the Secretary with an objective review and analysis of Lottery |

operations. This audit is intended to provide executive and
operating management reasonable, but not absolute, assurance
regarding the adequacy of the operational and control
environmient,

The objectives were to evaluate the implementation of the Office

of the Governor's Executive Order Number 11-03, Ethics and |

Open Govermnment and assess the effectiveness of the Lottery’s
ethics program and promotion of an ethical environment. The
purpose of this audit is to fulfill the Office of Inspector General's

'responsibility under Performance Standard 2130, of the

! “The Professional Practices Framework (March 2007)
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International Standards for the Professional Practice of Internal
Auditing, to periodically assess and make appropriate
recommendations for improving the governance process in
promoting ethics and values within the Lottery,

SCOPE AND
METHOD:!

The scope of this audit focused primarily on recent actions taken
by the Lottery to design, communicate, monitor, promote and
enforce ethical standards and policies applicable to its
employees.

To accomplish our objectives, OIG staff:

® Reviewed governing laws including applicable agency
policies and procedures,

o Interviewed the designated ethics officer, human
resources personnel and other appropriate department
personnel,

e Performed tests.of ethics training and employee receipt of
Florida Lottery policies, and

o Conducted, summarized and evaluated the results of an

ethics survey of department employees to assess the
Lottery’s ethical climate.

BACKGROUND:

In Jahuary 1999, Governor Jeb Bush issued Executive Order 99-
20, directing the immediate adoption and implementation of a
revised Code of Ethics by all secretaries and deputy secretaries of
executive agencies under the purview of the Governor. In the |
Order, the Executive Office of the Governor/Lieutenant

Governor was to_provide training on ethics to each executive | .

agency head. It was the desire of the Governor that such
agencies will, thereafter, arrange for similar ethics training to all
employees on an annual basis. Another stipulation of the Order
declared that each executive agency shall designate an Ethics
Officer. The Ethics Officer shall undertake appropriate measures
to ensure that the employees responsible for adhering to the
Code of FEthics become familiar with all relevant ethics
requirements, '

In January 2007, Governor Charlie Crist issued Executive Order
07-01, which also directs immediate adoption and
implementation of a Governor’s Office Code of Ethics and a
Code of Personal Responsibility. Executive Order 07-01 both
reinforces and builds upon sections of Executive Order 99-20.

In January 2011, Govermor Rick Scott issued Executive Order 11-
03, directing the immediate adoption and implementation of a
revised Code of Ethics by the Office of the Governor, which
applies to all employees within the Office of the Governor, as
well as the secretaries, deputy secretaries, and chiefs of staff of ail

Page 2 of 10




Audit of Organizational Ethics

May 26, 2011

o8 Loy

Assignment 10/11-73-A | w9 a

fr

Office of Insnector Cleneral

executive agencies under the Governor's purview. It requires
each executive agency secretary to designate an individual at his
or her agency to act as the agency’s chief ethics officer, who will
make reasonable efforts to ensure that the employees responsible
for adhering to this Code become familiar with relevant ethics,
public records and open meeting requirements. It also directs
each agency secretary to attend training on the subjects of ethics,
public records, open meetings, records retention, equal
opportunity and proper personnel procedures, and to arrange for
similar trammg of agency employees on an annual basis. Each
agency is directed to implement any agericy-specific adjustments
to the code within 45 days of the date of the order. This Code of
Ethics imposes more stringent requirements than the Code it
revises.

FIELDWORK:

The following four aspects of the Lottery’s Ethics Program were
reviewed:

Trg' ining ~ How adequate is training provided at the Florida
Lottery regarding ethics?

OIG staff obtained the ethics power point training presentation
from the Ethics Officer, reviewed the training for content and
reviewed the system used to monitor training records.

Based on our review, the ethics training presentation fairly

represents the Lottery’s current ethics administrative code. '

unicati — Are ethics requirements effectively
communicated to Florida Lottery employees?

The Lottery currently has a Code of Ethics and a policy, Standards
of Employee Conduct and Guidelines for Disciplinary Action, and
both are available on the Lottery’s intranet for all employees,

New employees receive and are required to sign the Receipt of
Florida Lottery Policies, which includes both of the
aforementioned policies.

In addition, ethics training is provided to new employees at the
time of hire and annually to existing employees. The training is
provided through a power point presentation that can be saved
and maintained by each employee for future reference.

OIG staff determined Lottery’s compliance with new and annual
employee training based on a test of signed employee
acknowledgement forms from ethics trammg and the Receipt of

| Florida Lottery Policies,
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Enferprise Fthics Compliance ~ Do Florida Lottery employees

and its ethics program comply with state regulations?

OIG staff determined that the Agency’s ethics-related practices
are in compliance with its ethics administrative codes, 53ER07-
40(6) Code of Ethics for Non-Reporting Individuals and Non-
Procurement Employees and 53ER07-41(8) Code of Ethics for
Reporting Individuals and Procurement Employees.

¢ Procedures are in place to identify any conflicts of interest
pertaining fo outside employment opportunities by
Lottery employees and Lottery employees selected to
serve on procurement evaluations.

* The ethics officer proactively identifies positions required
to file ethics - disclosure forms, and monitors staff
compliance with ﬁlmg tequirements as annual deadlines
approach,

¢ The ethics officer maintains, distributes and monitors
ethics training for new and existing employees.

Ethical . e — What is the ethical climate at the Florida
Lottery? : ,

A key step in performing this audit was to assess the ethical
climate of the Agency. To accomplish this task, the Inspector

that asked employees to rate the ethical climate and structure
within the Agency. Employees were asked to select the most
appropriate response based on theit personal experience.

The Agency distributed this survey to 434 employees of which
344 responses were received, a response rate of 79%. The Agency
also received two hard copy surveys from the Chief Inspector
General's Office. The two surveys were not included for analysis
purposes since they may represent duphcations of the on-line
response,

Ethics Climate Survey Results
The overall response for the Agency's ethical environment was
favorable. For example:
¢ 92% of respondents agree or strongly agree that senior
‘management, supervisors and coworkers promote ethical
“behavior. _
s 93% of respondents agree or strongly agree that they have
been adequately trained by the Agency to know what
constitutes ethical and unethical behavior.

Page 4 of 10
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s 95% of respondents agree or strongly agree that the
Agency's ethical guidance is clear and comprehensive.
s 80% of respondents agree or strongly agree that unethical
_conduct is appropriately handled by management in the
Agency Another 15% did not know or did not have an
opinion.

Twenty of these respondents provided detailed comments,
which were reviewed and categorized for further analysis. Of
these comments, less than half were of a critical nature., The most
common concern was the need. to establish an anonymous way to
report unethical conduct without fear of retaliation.

In addition to Agency results, statewide survey data was
accumulated by the Chief Inspector General for presentation in"
the enterprise audit roll-up.report. For ail responses to the ten
survey questions (excluding position type and years of services
questions), the Florida Lottery rated higher in ethics than the

| state average. The Florida Lottery was well represented with a

79.26% response rate, the highest out of the 22 known
participating agencies with an average 34.88% response rate.

Exhibit I displays the graphical results of the ethics climate
survey for the Florida Lottery. Summary graphs are also
included for the Florida Lottery and the statewide average for
comparative purposes. Based on the results of this survey, the

majority of Lottery employees believe that the Lottery operates | - :

under an ethical environment,

AUDIT FINDING 1;
LOTTERY-SPECIFIC |
ETHICS CODE
ADJUSTMENTS HAVE
NOT BEEN
FINALIZED IN
ACCORDANCE WITH

‘| EXECUTIVE ORDER

11-03, ETHICS AND
OPEN
GOVERNMENT.

The Executive Order (effective as of January 4, 2011) requires

-each executive agency secretary to designate an individual at his

or her agency to act as the agency'’s chief ethics officer. The chief
ethics officer js to make reasonable efforts to enstire that the |-
employees responsible for adhering to the revised Executive
Office of the Governor's Code of Ethics (Code) become familiar
with relevant ethics, public records and open meeting
requirements. The Executive Order further requires each |
executive agency secretary to review and evaluate the current
policies adepted at his or her agency in light of the revised Code,
with a view to using the revised Code as a standard for his or her
agency, adjusted for the program requirements and variables
unique to his or her agency. Each agency is directed to
implement any agency-specific adjustments to the code within 45
days of the date of the order.

In accordance with the Executive Order, Louisa Warren, an
attomey in the General Counsel’s office, is the designated Ethics
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Officer, Warren serves as the Lottery’s contact person and.

ensures that employees become familiar with relevant ethics and
public records. The Director of Public Affairs, Jackie Barreiros,
serves as the Lottery’s contact person for open meetings
requirements.

As directed, Warren, has prepared a side-by-side comparison of
the Governor’'s revised Code of Ethics and the agency’s ethics
administrative codes, 53ER07-40 Code of Ethics for Non-Reporting
Individuals and Non-Procurement Employees and 53ER07-41 Code of
Ethics for Reporting Individuals and Procurement Employees. To
date, no final determination has been made regarding any
Lottery—spec:1f1c adjustments. The Lottery has experienced key
agency vacancies. This includes a Chief of Staff position for three
months (January - March 2011) and a Secretary for over a month
(January 2011).

Recommendation

We recommend that management review the comparison of the
Lottery’s current ethics. administrative codes, 53ER07-40 and
53ER07-41, with the Governor's Code as soon as practicable,
determine if any-changes are required, and update the ethics
administrative code accordingly.

Management’s Response

In her response dated May 19, 2011, the Deputy ‘General Counsel
stated:

I concur with the finding. A comparison of the Governor's and
Lottery’s ethics policies was sent to executive management for review

' and was discussed at a meeting held on May 6, 2011. The Lottery’s
“ethics policy will be revised in accordance with decisions made at that

meeting. A final policy will be promded to the Secretary for approval by
June 15, 2011.

AUDITFINDING 2:

ANNUAL ETHICS
TRAINING HAS NOT
BEEN CONDUCTED
FOR 2011

Lottéry administrative codes 53ER07-40(6) Code of Ethics for Non-
Reporting Individuals and Non-Procurement Employees and 53ER07-
41(8) Code of Ethics for Reporting Individuals and Procurement
Employees stipulate all employees shall receive Code of Ethics
training upon appointment and thereafter on an annual basis.
This is in concurrence with the Governor's revised Code of
Ethics. Howevet, the last annual ethics training was conducted
February 15, 2010.

As of this report date, annual ethics training has not been
scheduled for 2011 in order to incorporate possible changes fo
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the administrative code, Since this exceeds one year, the Agency |
is not in compliance with the Agency’s administtative code and
the Governor's Code of Ethics.
Reéommenda‘tion
We recommend that annual ethics training be given as soon as
practicable to existing employees.
Management’s Response
In her responsé dated May 19, 2011, the Deputy General Counsel
stated: :

I concur with the finding. Annual training will be conducted as soon
as the ethics policy has beeh revised. It is anticipated that 2011 training
will be completed by September 30 and continued annvally.

AUDITFINDING 3: | Basedona review of the Lottery’s Ethics Training, questions are
:;';5 :::;E:Y DOES | to be directed to Florida Commission on Ethics, However, there
REGUIREMENT OR is no clear guidance on how to internally report suspected
STANDARD FOR unethical or fraudulent behavior. The ethics administrative codes
REPORTING 53ER07-40(6) and 53ER07-41(8) do not include the process for
UNETHICAL OR reporting violations. In addition, there is no employee
::;23:::*:"7 requirement for reporting unethical or fraudulent behavior.

Currently, there is a reporting mechanism available on the |

Florida- Lottery website, www.flalottery.com, to report
“complaints” directly to the Inspector General. This complaint

_system is used primarily by concerned citizens but is available to

all users, including employees. Complaints received through
this mechanism follow a documented investigative process. It
appears that Lottery employees are unaware of the reporting
mechanism available on the website, Per ethics climate survey
comments, employees would like to be able to report potential
ethical violations anonymously without fear of retaliation.

Other questions and complaints are directed to the Ethics Officer.
However, they may not be recorded and reported to the
Secretary, Security, or to the Office of Inspector General
depending upon the issue. These are discussed and resolved by
the Ethics Officer and General Counsel,

Without clear ethics violation reporting procedures, violations
may not be timely and properly reported by employees to the
correct authority and investigated.
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Recommendation
We recommend that management develop and implement
written policy and procedures for reporting unethical or |-
fraudulent behavior. This policy should make it mandatory for
employees to report known or suspected fraud.
We also recommend that the Lottery Ethics Training include the
mandatory requirement to report known or suspected fraudulent
behavior and how to report that behavior.
Management’s Response
In her response dated May 19, 2011, the Deputy General Counsel
stated:
I concur with the ﬁnding.' A discussion of this issue was held at May 6,
2011 meeting and additional discussions with executive management
. o will be scheduled by the Chief Financial Officer and General Counsel.
AUDITEINDING 4: | The Executive Office of the Governor Code of Ethics Policy
TRAINING AS requires that “each agency secrétary attend training on the
REQUIRED BY
GOVERNOR'S subjects of ethics, public records, open meetings, records
EXECUTIVE ORDER | refention, equal opportunity and proper personnel procedures,
| 1103, EtHics AND | and that thereafter each agency secretary arrange for similar
OPEN training of his or her employees on an annual basis.” :
GOVERNMENT, HAS -
'_z::;:f::;m Although conducted, ethics and subject related training was

expedited to allow the Sécretary to focus on Lottery business. To
date, the Secretary has not completed public records and formal
records retention training.

Recommendation

We recommend that the Secretary receive public records and
records retention training as soon as practicable.

Management’s Response

In their response dated May 19, 2011, the Deputy General
Counsel and Director of Human Resources stated:

The Director of Human Resources and 1 concur that training of the
Secretary on the specific issue of public records and records retention
had not been conducted as of the date of the audit; however, I completed
public records and records retention training with Secretary O'Connell
on April 28, 2011.
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AUDITFINDING 5. | There is minimal agency training development and delivery for
THE LOTTERY DOES | gybiects such as public records, open meetings, records retention,
NOT HAVE A
MECHANISM TO and equal opportunity due to ambiguity on who should
ENSURE THAT administer and deliver the respective training. The Governor's
EMPLOYEES Code of Ethics Policy requires that each agency secretary attend
RECEIVE TRAINING, | this training and arrange for similar training of his or her
AS NEEDED, IN employees on an annual basis. This Code is to be viewed as the
PUBLIC RECORDS, | s .
OPEN MEETINGS ase standard to the extent practicable, with each secretary
RECORDS ’ evaluating his/her agency’s existing code of ethics adjusted for
RETENTION AND those unique program requirements and variables of his or her
EQUAL agency.
OPPORTUNITY.
| In the past, Lottery training for public records, open meeting,
records retention and equal opportunity has been provided on an
ad hoc basis. As a result, not all employees may be aware of or
comply with state regulatxons
Recommendation
We recommend that management identify subject matter experts
to develop and deliver agency-specific training on public
records, open meetings, records retention, and equal opportunity
to affected employees.
Management’s Response
- In their response dated May 19, 2011, the Deputy General |~
Counsel and Director of Human Resources stated:
The Director of Human Resources and I concur that there is no formal
training on the specified issues. Human Resources will provide
training in the areas of public records, open meetings and equal
opportunity. A training plan will be presented by August 31, 2011,
CONCLUSION: Based on the audit work performed, it is our opinion that the
Florida Lottery has established an ethics program that generally
supports Governor Scott’s Executive Order 11-03. Additionally,
we determined that, a pesitive ethical climate exists and is
promoted within the Florida Lottery.
As noted in the report, there are oppottunities to improve the
effectiveness of the Lottery’s Ethics Program.  Lottery
Management are aware of these challenges and are actively
working towards resolution.
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Performed by:

Deb#a Jahns-Nelsen
OIG Analyst IT

Superv*ised'by:

Carla Daniels
Director of Internal Audit

Artdy Mompeller
_Inspector General

Attachment: Exhibit I - Florida Lottery Ethics Climate Survey Results
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Exhibit I
Question 1: _ Question 2
My agency's senior management models and My supervisor models snd promotes athical
. promotes ethical behavior. heahavior.
. 3%
m Strongly dgree 3% 1% W Strongly agree
WAgree W Agree
. MDisagree i W Disagree
m Strongly disagree W Strongly disagree
LI Don't know or no Lt Don't know of no
opinion opinion
: Question 3; . Guastion4:
My coworkers inodal and promote ethical L know how to report suspectad unethical
belm'ﬂpr. . behavior and fraud within my agency.
3% R Strongly agree '
1% % 1%
W Agrea atii
m Disagree 3 nves
d mNo
M Stro isagree
I“SW e siBlank
L Don't know or no i '
opinlon
w4 Bank o - i o i
. Question 5: Quuﬂon 6
| have recelved sthics tralning provided by my | have beun adequately trained by my sgency
agency. to know what constitutes ethical and unethical
. ) bahavior.
= Within the fast h 2% .
yeor 3% 1%. \J 7 1% W Strongly agree
Rinthe last one to ‘ ; -
three years - WhAgree
LIn the last three :
to five years W Disagree
W More than five
years ago W Strongly disagree
. Nev.er 4 Don’t know or no

opinlon
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Exhibit I
Question 7: . * Quastion B:
My agency has written ethical guldancas, such My agency's ethical guldance, including code of
as a code of conduct, pollcy and/or other conduct, poficy and/or other guidelines, Is clear
guidelines, and comprehensive.
1di% 2% _ 0% 4% . 1% R Strongly agree
PR HYes -
M Agree
ENo
M Disagree
Lt Don't know orno
opinlon | Strongly disagree
i Blank
i Don't know or no
gpinion
' Questions: | Question 10:
I belinte my agency has rade clear my sthical Unathical conduct Is appropriately handled by
" responsibllities. . managementin my agency,
M Strongly agree 2% lSt'rongIv agree
Agree B Agrea
1 Disagree I‘DIsagree
m Strongly disagree W Strongly disagree
—  wiDon't know or no UDon'thnoworno |
opinton epinfon | T T
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Exhibit I
Question 115
Please select your position type.
250 W Career Service
204
53 200 m Selected Exempt Service
§ . _
% 150 B Senlor Management Service
E i Other Professional Servi
er Professional Service
E 'mNon State Employee (le.
3 50 Consultant, Contractor)
+ MBlank
0
Quas_.tlon 1 )
How long have you worked for the Agency?
200 - - - T
161
g 150 i M More than ten years
'E i Five to ten years
% A i Three to five years
e 100
s d One to three years
g' il.essthan one year
g 50
F R Blank
= 3 .
— O - _. .

FLORIDA LOTTERY VERSUS STATEWIDE AVERAGE .

FLORIDA LOTTERY - STATE AVERAGE
Summary (includes results from Q1, 2,3, 6,8, 9, Summary{Includes results rom 1, 2, 3, 6,8, 9,
and 10). . and 10}

W Strongly Agree w Strongly Agree
& Agree sl Agree
M Disagree [ ] Dfsasrge
& Strongly Disagree M Strongly Disagree

"« Don’t khow or no 11 Don't know or no

oplnion opinion




